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WHAT IS CLAIMED IS: 
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1. A method of decrypting (contents information, comprising the 
steps of: / 

generating a signal repijesentative of a key In response to key 
production information, the Icey being for decrypting encryption- 
resultant contents info 

decrypting the eficiyptlonVresultant contents information in 
response to the generated signal 



receiving keyArelated ini 
by an external in response to 
portion of the key productio 



information pecul 



representative of the key; 
□rrhation which has been generated 
authentication value and at least a 
brmation according to a 



predetermined function; 

receiving issue ID infdrmition which has been generated in 
response to the akithenticaiAon value and decryption-side ID 



ar to a dJeciyptron side; 



reproducing Vthe ai:^thentication value ^om the decryption-side 



ID information and\the j^ec^eived issu^D Jtfiformation; and 

generating at least d portion of the key production information 
from the reproduced authentication value and the received key- 
related information according to a function inverse with respect to 
the predetermined function. 



2. A method of decrybtlng encryption-resultant contents 
2 5 information generated by an encryption side which implements the 
steps of generating a first-key signal representative of a first key 
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from first-key base informatibn being a base of the first key; 
encrypting contents information into encryption-resultant contents 
information in response to me first-key signal; generating a second- 
key signal representative of a second key from second-key base 
information being a base oi the second key; encrypting at least a 
portion of the first-key bas»e information to convert the first-key 
base information into enciyption-resultant first- key base information 
in response to the secon^Spkey sigri^; and generating second-key- 
related information frmn tjhe second-key base information and an 
authentication vali^ acco|rding to a predetermined function; the 

f: 

ation wpich has been generated in 
^alue and decryption-side ID 
tion side; 

ntication value from the decryption-side 
and- the /recyeived issue ID information; 

key basevinformation from second-key- 
e reproduced aut^aentication value 
inverse with rb^P^ct to the predetermined 



method comprising the s 
receiving issue ID 

response to the/authentii 

information peculiar to 
reproducing the a 

ID information 

reproducihg seco 

related informat 

according to a fu^ 



:eps 
ihfoi 
ati^n 
ddfci 



ion anc 



.icti 

function; 

generating a second-key signal representative of a second key 
from the reproduced second-key base information; 

decrypting encryption-resultant first-key base information 
into original first-key base information in response to the generated 
second-key signal; 

generating a fij-st-key signal representative of a first key from 
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the original first-key base information; and 

decrypting encryption-resultant contents information into 
original contents information /in response to the generated first-key 
signal. 
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3, An apparatus for decrirpting contents information, comprising: 
means for generating a signal representative of a key in 

response to key productiofrlinformatKKri, the key being for 

decrypting encryptionvresultant contents information; 

means for deciyptingj the encryptiDn-resultant contents 

information in response to 

the key; 



means for 
generated by an 
at least a portioili 



predetermined function; 



means for 



eceiving 



the jgenerated signal representative of 



eyf related information which has been 
extemal iri response to an authentication value and 
of the key production information according to a 



•eceivingl issue ID iriformation which has been 
generated in response to fehe authenticaWon valu^ and decryption- 
side ID informatiorv^£epuiiar to a decryption side; 

means for reproducing the authentication value from the 
decryption-side ID information and the received issue ID 
information; and 

means for generatjing at least a portion of the key production 
information from the reproduced authentication value and the 



2 5 received key-related in 



with respect to the pre;determined function 



brmation according to a function inverse 
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4. An apparatus for decryptliig encryption-resultant contents 
information generated by an encryption side which implements the 
steps of generating a first-key signal representative of a first key 
from first- key base information peing a base of the first key; 
encrypting contents informatic/n into encryption-resultant contents 
information in response to tji^irst^key signal; generating a second- 
key signal representativ^^f a/second k^ from second-key base 



information being a b^ 
portion of the first-] 
base information 
in response to the 
related information from 
authentication v£ 



^y; encrypting at least a 
formation to convert the first-key 

resultant first-key base information 
itnal; ai^d generating second-key- 
^cc nd-key base information and an 
ig tOi a predetermined function; the 



apparatus compi 

means for deceiving ifefeue ID Wbrmation which has been 
generated in response to t|ie authent^ication value^ and decryption- 
side ID informatiojn pecul^^ to a decr^tion sid^ 

means for reproducing the authenHcati^ai value from the 
decryption- side ID inform[ation and the received issue ID 
information; 

means for reproducing second-key base information from 
second-key- related information and the reproduced authentication 
value according to a function inverse with respect to the 
predetermined function; 

means for generating a second-key signal representative of a 
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second key from the reproduced second-key base information; 

means for decrypting encryption-resultant first-key base 
information into original first-key base information in response to 
the generated second-key/ signal; 

means for generaWrfg a fir^-key signal representative of a first 
key from the original/firsjt-key bas^ information; and 



means for de: 
information into d 
generated first-k^ signkl. 



ryptlng erifciyp 



lion-resultant contents 
con^bnts tiformation in response to the 



5. An apparatus as 
information rec(;iving 
a user to input 



recited fji claim 3, wherein the issue-ID - 

ans coiXiprises apr input device for enabling 
e ID information. 



15 6, A method as recited in claim 1, wherein the issue-ID- 
information receiving I step comprises receiving the issue ID 
information after it has been confirmed by a sender for the issue ID 
information that the | decryption-side ID information is legitimate. 




